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KHOep0e30IacHOCTH
B ceTH «HTEpHED)

KomnbioTepHbie BUPYCHI
KomnbroTepHBIi BUPYC - 3TO Pa3HOBUJIHOCTH KOMITBIOTEPHBIX MPOrpamMM,

OTJIMYUTENHbHON 0COOEHHOCTHIO KOTOPOM SIBISIETCS CIIOCOOHOCTh K Pa3MHOMKEHHUIO
(konupoBaHuio). B nomonHeHue K 3TOMY, BHPYChl MOTYT MOBPEAUTH WIH
MOJIHOCThIO YHUUYTOXUTH BCe (DAIJIbl M TaHHBIE, MOAKOHTPOJIbHBIE TIOJIB30BATENIO,
OT UMEHHU KOTOpOTro ObliIa 3aIlyllieHa 3apak€HHas IporpaMma, a TaKKe MOBPEAUTh
WIN JTa)Ke YHUUITOXKUTH ONEPALMOHHYIO CHCTEMY CO BceMmH (aitmamu B 1iesioMm. B
OOJIBIIMHCTBE CIIy4aeB PACIPOCTPAHSIIOTCS BUPYChl YEPE3 UHTEPHET.

MeTtoab! 321U THI OT BPEAOHOCHBIX IIPOIrPaMM:

1.  Hcnonb3yli COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOINE
CEpBE3HBIN YPOBEHb 3aIUTHI OT BPEIOHOCHBIX IPOrPamMM;

2. IlocrosHHO ycraHaBinuBail mnatuu (uudpoBBIE 3aIIaTKH,
KOTOpbI€ aBTOMAaTHMYECKHU YCTAHABIMBAIOTCS C I€Jbl0 J0pabOTKu
nporpaMMmbl) M Jpyrue OOHOBIEHHSI CBOEH ONEepalMoOHHONW CHUCTEMBI.
CkauuBaii ux TOJIbKO ¢ oduuuanbHOrO caiita paspaborunka OC. Ecmm
CYILLIECTBYET PEKUM aBTOMATUYECKOTO OOHOBIICHHUS, BKJIIOUH €T0;

3. Paborail Ha cBOeM KOMIIbIOTEpPE MO MpaBaMH MOJIb30BATEINs, a
HE aJMUHUCTpAaTOpa. OTO HE NO3BOJUT OOJBIIUHCTBY BPEIOHOCHBIX
IPOrpaMM MHCTAJUIMPOBATHCS HA TBOEM IIEPCOHAIIBHOM KOMITBIOTEPE;

4. Ncnmons3yl aHTUBHPYCHBIE NPOTPAMMHBIE HPOAYKTHI
U3BECTHBIX MTPOU3BOAMUTENCH, C aBTOMAaTUYECKUM OOHOBJIEHHEM 0a3;

3. Orpanudp GU3UYECKUNU JTOCTYN K KOMOBIOTEPY A
IIOCTOPOHHMX JIUIL;

6. Hcnonw3yii BHEMIHWE HOCUTENW HHPOPMAIMU, TaKHe Kak
dnemka, auck wiaum ¢ain u3z HMHTepHeTa, TONBKO U3 TMPOBEPEHHBIX
VCTOYHHKOB;

7. He otkppiBaii koMIblOTEpHBIE (alabl, TMOJyYEeHHBIE U3
HEHAJIEKHBIX HMCTOYHHUKOB. Jlaxke Te (paiiiabl, KOTOpble NpHCIal TBOU

3HaKOMbIH. JIyuIe yTouHu y Hero, OTIpaBisiyl Jid OH Te0e ux.



Cern WI-FI

C momompto WI-Fi M0OXHO momyyuTh O€CIUIaTHBIM HMHTEPHET-AOCTYI B

OOIIIECTBEHHBIX MeCTax: Kade, OTeNsAX, TOPTOBBIX IIEHTPAX U a’pomnopTax. Tak xe
SBIISIETCSI OTVIMYHOM BO3MOXKHOCTHIO Bbixoja B MHTepHeT. Ho MHOrMe skcriepTh
CUMTAIOT, uTo o01eaocTymnHbie WiFi ceTu He SIBISIOTCS O€30MaCHBIMU.

Cosetbl 10 0e30macHOCTH PadoThI B 001eA0CTYNHBIX ceTax Wi-fi

1. He mnepenapaii cBoro JIHYHYIO HHPOpManmuw uyepe3s
obmenocrynueie Wi-Fi cetu. Paboras B HHMX, XenarelibHO HE BBOJUTH
NapoJid JOCTYyNa, JIOTUHBI U KaKue-TO HOMepa;

2.  MHcnonp3yii W OOHOBISIM AHTHUBUPYCHBIE NPOTPAMMBI H
Opanamay3p. Tem caMbIM Thl 00€30MacHIllb CE0sl OT 3aKAUKK BUPyCa Ha TBOE
YCTPOUCTBO;

3. IIpu wucnonpzoBanum Wi-Fi orkmoun dyskuo «OO0mui
nocTyn kK (QaimaMm u npuHtepam». [lanHas QyHKIUS 3aKpbeITa 10
YMOJIYaHUIO0, OJHAKO HEKOTOPhIE TIOJb30BaTEIU AaKTUBUPYIOT €€ s
ya00CTBa MUCIIOJIb30BaHUS B paboTe win yueoe;

4. He wucnonw3yit nyOnmunsii WI-FI ans mepenmauu JHYHBIX
JAHHBIX, HAIPUMED, JJIS BBIXOJA B COI[MAIbHBIE CETH WJIU B DIIEKTPOHHYIO
MOYTY;

5. Ucnonb3yit Tonbko 3ammuuieHHoe coeaqunenue yepe3 HTTPS, a
He HTTP, 1.e. mpu HaGope BeO-aapeca BBOAU UMEHHO «https://»;

6. B moOunbHOM Tenedone otkimoun ¢pyHkuuio «llogkmouenue k
Wi-Fi aBromarmuecku». He nomyckail aBTOMaTM4eckoro MOIAKIIOYEHUS

ycTpoiicTBa k cetaMm Wi-Fi 06e3 TBoero cormnacusi.

ConmajbHbIC CeTH

CormanbHasi CETh - 3TO CalT, KOTOPBIN MPEIOCTABIISIET BO3MOXHOCTD JIIOISAM
OCYIIIECTBIISATh OOIIEHHE MEXTy coO0M B HMHTEepHeTe. Yalie BCero B HHUX IS
KaXJIOTO 4YEJIOBEKA BBIJICISACTCS CBOS JIMYHAS CTPAaHW4YKa, HA KOTOPOU OH
yKa3bpIBaeT O ceOe pa3audyHyr WH(pOpMalHio, HauuHas OT MUMEHU, (pamMuauu u
3aKaHuMBas JTUYHBIMHU (oTorpadusiMu. MHOTHE TIOJIH30BaTEIN HE MMOHUMAIOT, YTO
uH(opManus, pasMelieHHass UMH B COIIMAJbHBIX CETSIX, MOXKET ObITh HaljeHa U

HCII0JIb30BaHA KEM YIOAHO, B TOM YHCJIC HC 00s13aTeNBLHO ¢ OJaruMu HaMCpPCHUAMMU.

OCHOBHBIE COBETHI M0 0€30MACHOCTH B COIMMAJILHBIX CETHAX:



1. OrpaHuyb CIUCOK Apy3eid. Y TeOS B IPY3bAX HE JIOJDKHO OBITH
CIIy4alHBIX U HE3HAKOMBIX JIFOJIEH;

2. 3amuuiaid CBOKO YAacTHYK JKHM3Hb. He ykas3piBaii mapounu,
TenedoHbl, aapeca, JaTy TBOETO POXIACHHUS U JAPYTYIO JIHUYHYIO
uH(pOpMaLHIO. 3J0yMBIIUICHHUKHA MOTYT MCIOIb30BaTh J1ayke MHGOPMALIUIO
0 TOM, KaK Thl U TBOU POAMUTEIIN IJIAHUPYETE MPOBECTH KAaHUKYJIBI;

3. 3anuinai CBOI PENyTaluio - AEPKU €€ B YUCTOTE M 3ajJaBai
cebe Bompoc: XoTen Obl Thl, UTOOBI JIPYrUe MOJb30BATENId BUIEIH, YTO ThI
3arpyxaemib? Ilomymaid, mpexjae 4emM 4YTO-TO OIMyOJIMKOBaThb, HAMHUCaTh M
3arpy3uTh;

4. Ecam Thl roBOpMIIB C JIFONBMHM, KOTOPBIX HE 3HAEIlb, HE
UCIIOJIB3yH CBO€ peaNbHOE UM U APYTYI0 JINYHYI0 HH(MOpPMALMU: KM,
MECTO KHUTEJIbCTBA, MECTO YUEObI U MpOYEE;

5. U30erait pasmemenust Qororpaduii B MHTEpHETE, Tae ThI
U300pakeH Ha MECTHOCTH, IO KOTOPOW MOXXHO OIpPENEIUTh TBOE
MECTOIOJIOKEHUE;

6. Ilpu peructpamuu B COIMAIBHOW CETH HEOOXOIUMO
UCIIOJIb30BaTh CJIOXKHBIE MapOJIM, COCTOsIHE W3 OykB W LUPp U C
KOJINYECTBOM 3HAKOB HE MEHEE §;

7. Jlis counanbHOM CeTH, MOYTHl U JPYTMX CAMTOB HEOOXOAMMO
UCIIOJIb30BaTh pa3Hble mnapoau. Torga ecium TeOs B3JIOMAKOT, TO

3JIOYMBIIIUICHHUKKU ITIOJYy4Yar AOCTYII TOJBKO K OAHOMY MCCTY, @ HC BO BCC

cpasy.

DJIEKTPOHHBIE IeHbIH
DJIEKTPOHHBIC JIEHBIM — 3TO OYCHb YAOOHBIM CHOCOO IJIATEXKEW, OTHAKO

CYIIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT MOIYYUTh 3TH JICHBIH.
DNEKTPOHHbIE JIEHbI'H TOSIBUIIUCh COBCEM HEIABHO U UMEHHO U3-3a 3TOTO BO
MHOTHX TOCYIapCTBax J0 CHUX MOP HE MPOMUCAHO PO HUX B 3aKOHAX.
B Poccun xe oHr (QyHKIIMOHUPYIOT U O HUX Yy>K€ MPOIKCAHO B 3aKOHE, I7Ie
UX pa3JeNslOT Ha HECKOJIBKO BHUJIOB - aHOHUMHBIE M HE aHOHMMHbIEC. Pa3Huia B
TOM, YTO AaHOHHUMHBIE - 3TO T€, B KOTOPHIX pa3peliaeTcsi MpoOBOIUTh onepauuu 6e3
UJeHTU(PUKAIIMY TI0JIb30BATEINs, @ B HE aHOHUMHBIX UJICHTU(UKAITUHY T10JIh30BaTEeIs

ABJIAETCS 00sI3aTEILHOM.



Taxxe crnegyer pasznuyaTh OHJIEKTPOHHBIE (UATHBIE IEHBTH (PaBHBI
TOCYJapCTBEHHBIM BaJIOTaM) U DJCKTPOHHBbIC HedUaTHbIE NEHBIU (HE pPaBHbBI
TOCYJIapCTBEHHBIM BAIIOTaM).

OcHoBHbBIE COBETHI 110 0e30MacHOi padoTe € JIEKTPOHHBIMH IeHbI AMU:

1. [TpuBspkM K cueTy MOOWIBHBIN TenedoH. DTO camblil yIOOHBIN
U OBICTPBIN CITOCOO BOCCTAHOBUTH JOCTYH K cueTy. [IpuBszannbiii Tenedon
MIOMOYKET, €CJIU 3a0y/Ielllb CBOM TUIATEKHBIA MApOoJib WU 3aiJelb Ha CalT ¢
HE3HAKOMOT'0 YCTPOWCTBA;

2. Ucnons3yih omHopa3oBeie mnaposau. llocine mnepexona Ha
YCWJICHHYIO aBTOpPHU3ALMIO TeOe yke He OyAeT yrpoxarb OMacHOCTb Kpa)u
WJIY TIepeXBara IIaTeXHOro napoJs;

3. Bribepu cnoxubiii nmapons. IlpectynmHukam OyzneT He MPOCTO
yrajath CIOXKHBIM maponb. HanexHele mapoiin — 3TO Napoiid, KOTOPBIE
COZIEpKaT HE MEHEee 8 3HAKOB M BKJIOYAIOT B CE0sl CTPOYHBIE M MPOIMHUCHBIC
OykBbI, ITU(GPHI U HECKOJIBKO CHUMBOJIOB, TaKU€ KaK 3HAK jojuiapa, (yHTa,
BOCKJIMIATENbHBIN 3HaK U T.1. Hampumep, StROng!;;

4. He BBOOM CBOM JIMYHBIE [1aHHBIE HA CaWTax, KOTOPBIM HE

AOBCPACIIDb.

DJIeKTPOHHAA MOYTA
DNEeKTPOHHAS MOYTa — JTO TEXHOJIOTHUS U MPEOCTABISIEMBIE €10 YCIYTH 0

MEPEChUIKE U MOJYYEHHUIO JIEKTPOHHBIX COOOIIECHUM, KOTOPBIE paCIpeestoTCs B
KOMOBIOTEpHOU ceTh. OOBIYHO JICKTPOHHBIM MOUYTOBBIM SIIUK BBITISIUT
CIeAYIONIMM 00pa3oM: UM _TOojib30BaTeNss(@uMs_JomeHa. Takxke KpoMe nepeaadu
MIPOCTOTO TEKCTa, UMEETCSI BOBMOXXHOCTh MepeaBaTh (haiiibl.

OcHoBHbBIE COBETHI N0 0€30MacHOi padoTe ¢ JIEKTPOHHOH MOYTOM:

1. Hano BwIOparh mpaBwiIbHBIN TOYTOBBINA cepBuc. B MuTepHere
€CTh OTPOMHBIN BBHIOOP OECIJIATHBIX IMOYTOBBIX CEPBUCOB, OHAKO JYYIIe
JIOBEPSTH TEM, KOT'O 3HACIIb U KTO IIEPBbIA B PEUTHUHTIE;

2. He yxkaspiBaii B JIWYHOW TMOUYTE JUYHYIO HH(POPMAIHUIO.
Hanpumep, nyumie BbIOpaTh «My3bIKaJIbHBIM (paHaT@» win «pok2013»
BMeCTO «TeMal3y;

3. Hcnonb3yll ABYX3TAHYI0 aBTOPU3ALMI0. JTO KOrja IMOMHMO

1apoJisd HY’KHO BBOAUTH KOJI, ITPUChUIAEMBbIN 10 SMS;



4. BriOepu crnokHbId mapoiib. JIJIsI KaXkJIOrO TOYTOBOTO SIIIHKA
JOJIKeH ObITh CBOM HAJIe)KHBIHN, YCTOMUUBBINA K B3JIOMY TIapOJIbh;

3. Ecmn ectb BO3MOXHOCTB Hamucarb €CaMOMy CBOM JIMYHBIN
BOIIPOC, UCIIOJIB3YH 3Ty BO3MOXKHOCTb;

6. Ncnonb3ylh HECKOJBKO IMOYTOBBIX SIMIMKOB. IlepBbidt uist
YAaCTHOW TMEPENUCKU C aJpecaramu, KOTOPHIM Thl JOBEpPSACLIb. IDTO
AJIEKTPOHHBIN aJpec HE HAJI0 UCIOJIH30BaTh MPU PErUCTpaliu Ha GopymMax
1 cauTax,

7. He otkpbiBaii (paitsibl 1 1pyrue BIOKEHUS B MUCbMAaX JaXke €Clin
OHU MPHUIIUIA OT TBOUX ApYy3eH. Jlydllle yTOUYHU y HUX, OTIPABISIN JU OHU
TeOe ITH (ailibl;

8. [Tocme oxoHuanusi pabOTHI Ha TIOYTOBOM CEPBHUCE IEpPE.

3aKpBITHEM BKJIAJIKH C CAaTOM He 3a0yab HaxaTh Ha « BeIATIY.

KuoepOyJJIMHI WM BUPTYAJbHOE U3/1€BATEJILCTBO

KubepOynnuar — mpeciaeqoBaHUE COOOIICHHUSIMHU, COJEpKAIIUMU
OCKOpOJIeHUs, arpeccuio, 3alyruBaHUE€; XYJIHUTaHCTBO; COIMAJbHOE
OOMKOTHPOBAHUE C TIOMOIIBIO PA3TUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI M0 00pbOe ¢ KHOEPOYVIMHIOM:

1.  He 6pocaiics B 60it. JIyummuii cnoco6: moOCOBETOBATHCS Kak ceOs

BECTH M, €CJIM HET TOro, K KOMY MOXHO OOpaTUThCs, TO BHauale

yCcmoKouThCcsi. Ecau Thl HayHENIb OTBE€YAaTh OCKOPOJEHUSIMH Ha

OCKOpOJIEHHUS, TO TOJIBKO €Il OO0JIbIIE PA30KKEIIb KOH(DIUKT;

2. VYmpasnsii cBoelt kubeppemyTraiuei;
3. AHOHUMHOCTh B ceTu MHHMas. CymecTBYIOT CIIOCOOBI

BBISICHUTh, KTO CTOUT 32 aHOHUMHBIM aKKayHTOM;

4. He crout BecTum XymuraHckuii o0pa3 BHUPTYalbHON IKU3HH.

NHuTtepHeT ¢ukcupyeT BCce TBOU JCUCTBUS M COXPAHAET UX. YIAIUTh UX

OyIeT KpaitHe 3aTpyIHUTEIbHO;

5. Benu ce0st BEXKIINBO;
6. NUrnopupyih enumHu4YHbI HeratuB. OIHOpa3oOBBIE

OCKOpOUTENbHBIE COOOIIEHUs Jydllle WUrHOpupoBaTh. OOBIYHO arpeccus

MpeKpalaeTcs Ha HauaJlbHOM CTa/Iuu;



7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU
COOOIICHUSIMU, B COITMAIBHBIX CETSIX €CTh BO3MOXXHOCTH OJIOKHMPOBKHU
OTIIPABKHU COOOIICHH C ONPEIeTICHHBIX aJpEeCOB;

8. Ecau tH1 cBuaerens kubepOymiumHra. TBou JeHCTBUSA:
BBICTYIIUTh TPOTHUB IMpPECIEN0BaTENs, IOKa3aTh €My, YTO €ro JEeWCTBUA
OIICHUBAIOTCA HETAaTHUBHO, MNOAJEpkKaTh KEPTBY, KOTOPOU HYX)HaA
MICUXOJIOTUYECKass MOMOIIb, COOOIIUTh B3POCIBIM O (haKTe arpecCUBHOIO

ITIOBCACHUA B CCTH.

MoOunibHbIN TesedoH

CoBpemeHHbIe cMapT(hOHBI U MJIAHIIETHI COIEPkKaT B ce0e BIOJIHE B3POCIbIi
GbyHKIIHOHAN, W TEMeph OHWM MOTYT KOHKYPHUPOBATh CO CTallMOHAPHBIMH
KoMITboTepamu. OHAKO, CPEICTB 3aAIIUTHI JJI MOJT0OHBIX YCTPOMCTB MOKA OYCHb
Masio. TecTupoBaHME W TIOUCK YSI3BUMOCTEH B HHUX IMPOUCXOAUT HE TakK
WHTEeHCHUBHO, Kak s [1K, To ke camoe kacaeTcss ¥ MOOMIbHBIX MPHUIIOKCHHUH.

CoBpemMeHHBIE MOOUIIBHBIE Opay3epbl YK€ MPaKTUUYECKU JOTHAIHU
HACTOJIbHBIE aHAJOrH, OJHAKO pacliupeHue (yHKIHOHATa BJI€YeT 3a CcoOoM
OOJIBIIIYIO CIO)KHOCTh U MEHBIIYIO 3aIIUIIEHHOCTb.

Jlaneko He Bce MPOM3BOAUTENU BBITYCKAIOT OOHOBJICHMS, 3aKPbIBAIOIINE
KPUTUUECKUE YA3BUMOCTH JIJII CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI Il 0€30MACHOCTH MOOWJIBHOTO Tesied)oHA:

1.  Byap ocTopoxkeH, BeAb Korjga TeOe MpeasiaraloT OecCIIaTHBIN

KOHTEHT, B HEM MOTYT OBITh CKPBIThI KAKHE-TO TIJIaTHBIC YCIYTH;

2. Jymaii, mpexxae yem otnpaButb SMS, dhoto wmm Bumeo. Thl

TOYHO 3HAEIIb, I7Ie OHU OyAyT B KOHEUHOM HTOTE?

3. HeoOxommmMo OOHOBISTH ONEPAIUOHHYID CHUCTEMY TBOETO
cMmaptdoHa;
4.  Hcnonp3y#t aHTHUBHPYCHBIE NTPOTpaMMBbl JJIsI MOOUIBHBIX

TeneOHOB;

5. He 3arpyxaii npuioXeHUs OT HEU3BECTHOIO HCTOYHHUKA, BEIb

OHM MOTYT COZIepkaTh BPEJOHOCHOE MPOrpaMMHOE 00eCTIeUeHUE;

6.  Ilocie Toro kak Thl BBIMAELIb C CaiTa, IJ€ BBOAWI JIUYHYIO
uH(opManuio, 3aiii B HaCTPOitku Opay3epa u ynaiu cookies;
7. Ilepuoauuecku npoBepsAd KakKue MNJIAaTHBIE YyCIYTH

AKTUBHUPOBAHBI HA TBOEM HOMCPC,



8.  JlaBaii cBoil HOMEp MOOWJIBHOTO TeleOHA TOIBKO JIHOISM,
KOTOPBIX ThI 3HACIIIH M KOMY JOBEPSICIIb;
9. Bluetooth nmoikeH OBITH BBIKJIIOYEH, KOrga ThI MM HE

noJp3yenibesi. He 3a0biBail HHOTIA TPOBEPATH ITO.

OUIINHT W KPasKa JUIHDLIX TAHHbIX

I'maBHas uenp ¢GuUUMHT - BuAa VHTEpHET-MOIIEHHHYECTBA, COCTOUT B
NOJyYeHUH KOH(HUICHIUAIBHBIX JTaHHBIX MOJb30BaTEIE — JOTMHOB W MapoJen.
Ha anrmmmiickom sa3bike phishing uutaerca kak ¢umuHr (ot fishing — psiOHas
JIOBJIsL, password — mapoib).

OcHoBHBIE COBeThI 110 00pbOe ¢ PUIIMHIOM:

1.  Caenu 3a cBoMM akkayHTOM. Eciu Thl mogo3peBaellib, 4TO TBOS
aHkeTa OblIa B3JIOMaHa, TO HEOOXOIMMO 3a0JOKHpPOBAaTh €€ M COOOIIMTH
aJIMMHHCTpATOpaM pecypca 00 3TOM KaK MOXKHO CKOPEE;

2. Hcnonw3yii Ge3omacHble BEO-CAWThl, B TOM YHCIIC, HHTEPHET-
Mara3uHOB U IIOMCKOBBIX CUCTEM;

3. Hcnonb3y#i ciiokHble U pa3Hble maponu. Takum obpas3om, eciu
TeOs B3JIOMAIOT, TO 3JIOYMBIIUICHHUKU IOJydYaT JOCTYIl TOJBKO K OJHOMY
TBOEMY IIPO(DUIIIO B CETH, @ HE KO BCEM;

4.  Ecnu Tebs B3nOManu, TO HEOOXOAMMO NPEIyHpeauTh BCEX
CBOMX 3HAaKOMBIX, KOTOpbIE€ OOABIIEHBI y T€OSI B IPY3bsiX, O TOM, YTO T€Os
B3JIOMAJIM M, BO3MOXHO, OT TBOEro MMEHHM OyIeT pacchbulaTbCsl CllaM M

CCBUIKHM Ha (DPUILIMHTOBBIE CANUTBHI;

5. YcranoBu HaaexHsbli napois (PIN) Ha MoOOUIBHBINM TenePOH;
6. OTKJIF0YM COXpaHEHHE MMapoJis B Opaysepe;
7. He otkpsiBaii (haitsibl 1 1pyrue BIOKEHUS B MHCbMaX JaXke eClin

OHU MPHUIIUIA OT TBOUX Apy3eH. Jlydllle yTOYHU y HUX, OTIPABISIIN JU OHU

Tebe 3TU (HaIbI.



